
8 Consumer Protection 

QUESTION 1 

Identity thieves can use your personal information to: 

A. Open a credit card 

B. Sign up for electricity service 

C. Get a cell phone contract 

D. All of the above 

QUESTION 2 

Which document puts you at the LEAST risk of identity theft? 

A. Cash receipts 

B. Pre-approved credit card offers 

C. Old tax records 

D. Paycheck stubs 

QUESTION 3 

It is generally safe to provide your Social Security Number to: 

A. Anyone who asks you for it. 

B. Verified trusted sources that need it. 

C. School personnel who want to have it on record. 

D. Close friends and relatives who do not know it. 

QUESTION 4 

Consumer protection laws are meant to: 

A. Protect businesses from consumers. 

B. Prevent unfair or deceptive business practices. 

C. Protect consumers from spending too much money. 

D. Prevent consumers from buying unnecessary items. 

QUESTION 5 

Which action will be least helpful if you’ve been the victim of identity theft? 

A. Report the fraud to each credit bureau. 

B. Contact your bank and credit card companies. 

C. Withdraw your money from all accounts. 

D. Ordering your latest credit report. 

Why do we need Identity Protection? 

 



Before we get started, you need to know about this amazing, limited-time offer. If you act now, 

you can receive a free vacation around the world. All you have to do is pay a special advance fee 

to unlock this incredible prize. But you have to act fast as this offer won't last. Just provide your 

credit card number, bank account information, or social security number now and tomorrow 

you'll be flying around the world in luxury! Sounds too good to be true, right? 

That means it probably is. As ridiculous as that offer might sound, millions of people a year fall 

victim to scams that involve consumer fraud or identity theft. These might sound like things that 

come from the movies, but unfortunately, they're very real. Consumer fraud is when a product or 

service is illegally used to deceive you into sending money or signing up for a phony service. 

These scams frequently start with a fake email, letter, or phone call. 

 

Identity theft is when someone illegally obtains your personal information and then impersonates 

you. Usually, the perpetrator will get your personal information over the internet, phone, mail, or 

even by searching through your trash. That too-good-to-be-true vacation? That was an example 

of consumer fraud. 

 

And like we mentioned, there's consumer fraud scams and there is identity theft. Identity thieves 

may use your personal information in many different ways, but like consumer fraud, it's almost 

always to get money. With your personal information they can open credit cards in your name, 

access your bank account, and ruin your credit by running up huge amounts on an existing credit 

card account. 

 

Identity thieves can also use your information to open up a new phone plan in your name or to 

sign up for other services, like electricity or cable television. Identity thieves also commit 

banking fraud by opening a bank account in your name and then transferring funds or writing 

bad checks from that account. All this may sound kind of frightening, but there are plenty of 

ways to protect yourself to reduce the chances that this will happen to you. There are also laws 

and organizations dedicated to helping protect you from fraud. 

 

Ways Identity Theft Can Happen 

A crafty identity thief can steal your personal information in many different ways, both online 

and offline. In fact, even day-to-day activities can expose you to consumer fraud and identity 

theft. Though it's good to pay attention and be aware of activities that might put you at risk, no 

one wants to walk around afraid and always looking over their shoulder. And the good news is, 

with some basic knowledge, you don't have to. Click on these situations to see how you might be 

exposed to identify theft and to learn some tips for keeping your identity secure. 



Tossing an old bank statement 

Throwing your bank statement directly into the trash makes it easy for someone to go dumpster 

diving for your information. This dirty business can give someone access to your name and bank 

account number. 

Losing your cell phone 

Many cell phones store your account passwords. If your phone goes missing, someone can 

access all your accounts, change passwords, and make charges with any credit cards or bank 

accounts you have stored. 

Updating your anti-virus software 

Be careful if you get an email from an unknown address asking you to update your anti-virus 

software. This software might actually track and send your personal information and computer 

activity. 

Getting a phone call 

A bank representative calls or emails you asking for your bank account information. Your first 

instinct might be to provide the number, but how do you know this is really someone from your 

bank? In fact, it could be a classic phishing scam where someone tries to deceive you into 

providing personal information they can use for their own financial gain. 

Winning a contest you never entered 

A letter arrives in the mail or your email inbox with the amazing news that you've won a small 

lottery. To collect the money, all you have to do is send your name, address, and bank account 

number and the funds will be transferred into your account... ...or not. The truth is, you haven't 

won a penny. In fact, you could actually lose a lot since the information will be used to steal your 

identity. 

Using public Wi-Fi 

You're at a coffee shop using the public Wi-Fi when you decide to buy something online. You 

enter your credit card information and hit "submit" without a thought that your identity could be 

stolen. Maybe you'll be safe... and maybe not. With public Wi-Fi, it's easy for someone to 

intercept your credit card number and use it to rack up debt in your name. 

Helping a friend 

You get an upsetting e-mail from an unknown person telling you that your best friend has been 

detained in another country and cannot get home until you wire some money. Panicked, you send 

it over... ...and it goes directly into a fraudulent account. Be wary of any e-mail asking for money 

- many of them are scams. 

Summary 

Identity thieves and scammers are always coming up with new ways to get your information, but 

now you know some of the common methods they use. Before continuing, be sure to review this 

checklist to remind yourself of ways to protect your personal information. 

QUESTION 1 



Which of the following describes an effective strategy for protecting yourself against identity 

theft? 

A. Shredding all important mail and documents 

B. Only use trusted organizations to wire money 

C. Avoid using unsecured wireless networks 

D. Only communicate with your bank representative over the phone 

Making a Strong Password 

 

To stay safe online, it's important to use strong passwords for all your accounts and not just for 

online banking and other financial transactions. There are many approaches you can use to create 

and remember strong passwords that avoid obvious patterns and words. Walk through the 

process by clicking on each step. 

 

CREATE A SENTENCE 

Think of a phrase or sentence that will be easy for you to remember. This will be the basis for 

your password. The longer your phrase, the more secure your password will be. 

 

USE AN ACRONYM 

Next, take the first letter of each word in your sentence to start making your password. 

 

CAPITALIZE 

Now, take all the letters that occur in the last half of the alphabet and capitalize them. 

 

ADD NUMBERS 

Fourth, add memorable numbers throughout your password, but don't use numbers that could 

easily be figured out by a hacker, like your birthday or address. 

 

ADD SYMBOLS AND PUNCTUATION 

Finally, add a symbol, like an "at" sign or an asterisk to the beginning of your password. Then 

add a punctuation mark, like an exclamation point or underscore, to the end. 

 



Your new, strong password looks totally baffling to a stranger, but to you it makes sense and 

should be easy to remember. 

 

To make sure you have the hang of it, pick the strongest password from these choices. 

A: #H3lL0w0rlD! 

B: heLLowOrld 

C: helLo123woRlD 

D: heLLOwORld123 

 

Which password is the strongest? 

A: KittenMittens 

B: KiTT3nMitt3ns 

C: @KiTT3nMitt3ns! 

D: Kitt3n1234Mitt3ns 

Summary 

Besides making a strong password to secure your accounts, there's one more thing you need to 

do to stay safe online - change your password every few months. 

Social Security Numbers 

One of the most sensitive pieces of information you have is your Social Security number - 

sometimes abbreviated as S-S-N. It's a nine-digit number given to U.S. citizens, permanent U.S. 

residents, and temporary working residents. Besides tracking income and wages, it's now used as 

the primary identification number for individuals in the United States. 

Your Social Security number can be associated with your educational records, employment 

history, medical information, and your financial history. Today, you need your Social Security 

number to open bank accounts, borrow money, start a job, or fill out an application to rent an 

apartment. 

It's also used to verify your identity over the phone when you're authorizing a transaction with 

your financial institution. Your Social is also linked to your credit score and credit report. If 

someone steals your number and uses it to make bad purchases your credit score could be 

impacted. That's why it's extra important to protect it from identity theft. 

In fact, guarding and protecting your Social Security Number and other personal information is 

essential to avoiding identity theft. However, there are some instances when you need to share 

personal information, like your phone number or Social. Sit tight and we'll look at situations 

when it's safe - or not - to provide your personal information. 

Sensitive Documents 



Even though your Social Security number is personal, there are times when you'll need to share it 

with a person, company, or on a form. In each of these situations, decide whether or not to share 

your Social Security number by clicking on the right choice. 

Should you provide your Social Security number for... 

Employment records? 

A: Yes 

B: No 

Should you provide your Social Security number for... 

Tax returns? 

A: Yes 

B: No 

Should you provide your Social Security number for... 

Credit Card purchases? 

A: Yes 

B: No 

Should you provide your Social Security number for... 

Signing up for public benefits programs like medical benefits or school lunch programs? 

A: Yes 

B: No 

Should you provide your Social Security number for... 

Signing up for a cell phone contract? 

A: Yes 

B: No 

Should you provide your Social Security number for... 

Applying for your school's student ID card? 

A: Yes 

B: No 

Should you provide your Social Security number for... 

Signing up for a frequent shopper card at a store? 

A: Yes 

B: No 

Should you provide your Social Security number for... 

Filling out the FAFSA form to apply for federal student aid? 

A: Yes 

B: No 

Summary Remember, even if someone on the phone says they are from a trusted source, like 

your bank or school, be sure they really are who they claim to be before giving out your Social 



Security number. In fact, most legitimate organizations will only ask for the last four digits over 

the phone. Still, it's safest to be the one who contacts them, even if it means you have to hang up 

and call the official customer service number back. When it comes to giving out sensitive and 

personal information, you can never be too cautious. 

Documents that contain sensitive information about you should be shredded before throwing 

them in the trash. In each of the following situations, decide which documents can be put directly 

in the trash and which should be shredded first. 

Cash receipt? 

A: Trash 

B: Shred 

Bank statement? 

A: Trash 

B: Shred 

Pre-approved credit card offer? 

A: Trash 

B: Shred 

Cell phone bill? 

A: Trash 

B: Shred 

Generic mail addressed to "Current Resident"? 

A: Trash 

B: Shred 

Paycheck? 

A: Trash 

B: Shred 

Tax records? 

A: Trash 

B: Shred 

Medical records? 

A: Trash 

B: Shred 

Summary 

It's often necessary to keep important documents for a year or more before you shred them: pay 

stubs, banking documents, and medical records for one year; tax records for three years. These 

should all be kept in a safe and secure place, preferably one with a lock. When no longer needed, 

they should be shredded before putting them in the trash. 



QUESTION 2 

In which of the following situations should you expect to provide your Social Security number? 

A. Signing up for an after-school club 

B. Registering for a store rewards card 

C. Paying your cell phone bill 

D. Applying for federal student aid 

Resolving Identity Theft 

Even if you're careful, identity theft can happen. But how do you know if it happens to you? 

Take a look at some common ways that people discover that their identity has been stolen. Even 

if you're not 100% sure that identity theft has occurred, and you only suspect that you've been a 

victim, there are some immediate steps you should take. 

And it's important to act quickly so you can fix the situation before it lowers your credit score. 

Look at these steps and choose each in the right order. 

• Contact the company that reported the suspicious charge. 

• Call a credit bureau and place an initial fraud alert. 

• Order your credit report. 

• Report the identity theft to the Federal Trade Commission. 

• Continue to monitor your accounts and credit report. 

Summary 

After completing these steps, it's important to review your credit reports and stay on the lookout 

for all suspicious activities and accounts. Make sure to report anything fraudulent to the three 

credit bureaus and any other companies involved. It's also important to keep written records of 

the entire process, including names and titles of people you spoke with at each company, and the 

dates you talked to them. You should also keep any documents they might send. All of this can 

help you prove the actions you took to correct the problem if you ever need to do so. 

How to Protect Yourself 

As you've seen, there are ways to protect yourself from identity theft, but once somebody has 

access to your personal information, they can impersonate you by opening credit card accounts 

and spending money in your name. This means you can be going into debt without even knowing 

it. And it's your credit score that will be affected by this and not the thief's. 

A lower credit score can make it hard to get loans in the future. This may not seem important 

now, but one day you may want to buy a house or a car, or even start a business. Not only will it 

be harder to get a loan, but the interest rate may also be higher. A low credit score can even 

affect your ability to get a job or rent a home. 

This is why protecting your identity and credit history is extremely important. Fortunately, 

there's a lot you can do to stay safe: 



First, shred documents that have personal information on them like your date of birth or Social 

Security number. 

Don't ever give out personal information to someone who contacts you. You should reach out to 

them. 

Password-protect your computer, mobile phone, and even your wireless Internet network. 

Make unique, strong passwords for all your accounts and electronic devices. 

Frequently monitor your accounts to look for suspicious charges. 

Check your credit report annually. 

If you follow these tips and use some good, old-fashioned common sense, you'll keep your 

valuable personal information away from identity thieves. The best part is, you don't have to do 

it alone. Laws and organizations exist to help keep your information safe. 

QUESTION 3 

You may have been a victim of identity theft if... 

A. You look at your credit report and notice accounts you didn’t open 

B. You notice charges on your bank account that you don’t recognize 

C. Your favorite store e-mails you to let you know their data was stolen 

D. All of the above 

Why do Consumer need Protection? 

When something seems "too good to be true," it's almost always the case. But besides your own 

good judgment in staying away from things that have "fraud" written all over them, what 

additional protections do you have on your side? 

Laws and organizations exist to protect you and help you fight back against con men - and 

women - who are trying to steal your identity, get your money, or fraudulently open credit cards 

under your name. This is where consumer protection laws come in to help protect you against 

unfair or misleading business practices. Individuals and companies can't just say something is 

true even when it isn't. Companies are also required to provide important information to 

consumers like you so that you can make informed decisions. 

Consumer protection organizations are another barrier that stands between you and the bad guys. 

They help ensure that the laws are being followed, and give consumers information to help us all 

make better choices. Many will even help you resolve consumer complaints. 

So even if you're shy or feel like you don't have much power, it's always best to pick up the 

phone or send an email to the right agency or organization if you suspect some kind of fraudulent 

activity is taking place. Knowing more about these laws and organizations will help point you in 

the right direction should you ever need to reach out to them. 

Consumer Protection Acts and Organizations 



Many organizations and laws are dedicated to helping protect you from consumer fraud. Click 

each image to discover what they do. 

FTC 

The Federal Trade Commission (or "FTC") protects consumers from unfair or deceptive business 

practices. 

FAIR CREDIT REPORTING ACT 

The Fair Credit Reporting Act helps ensure that the information in consumer reporting files is 

fair, private and accurate. For instance, this act gives you the right to view your credit report and 

dispute incorrect information. 

FAIR DEBT COLLECTION PRACTICE ACT 

The Fair Debt Collection Practices Act protects against abusive and deceptive debt collection 

practices. For example, it limits the hours that debt collectors may call a consumer. 

CFPB 

The Consumer Financial Protect Bureau (also called CFPB) regulates financial products and 

services - like mortgages, credit cards and student loans - to help protect consumers. 

CREDIT CARD ACT OF 2009 

The Credit Card Accountability Act of 2009 establishes fair credit card practices. The act also 

aims to increase transparency, by requiring credit card companies to report certain information 

about credit card rates and fees to the consumer. 

Summary 

While organizations exist to protect you, it's important to remember that the law gives you rights 

as a consumer - rights to know the truth about the products you're buying, rights to honest and 

fair treatment, and rights to know what's being done with the information you give to businesses. 

Congratulations, you've completed this module. Now it's time to take your end of module quiz. 

You can take some time to review your notes if you would like. Good luck! 

QUESTION 1 

Which action will be least helpful if you’ve been the victim of identity theft? 

A. Report the fraud to each credit bureau. 

B. Contact your bank and credit card companies. 

C. Withdraw your money from all accounts. 

D. Ordering your latest credit report. 

QUESTION 2 

What is the safest way to dispose of old bank account statements? 

A. Throw them out in a neighbor’s trash. 

B. Shred them in a paper shredder. 

C. Keep them bundled together in a folder. 



D. Put them in the trash unopened. 

QUESTION 3 

The safest action to take if someone claiming to be from your bank calls you to ask for account 

information is to: 

A. Pull up the bank website and compare information. 

B. Hang up and call back using the bank’s official phone number. 

C. Ask the caller to explain the account information they need in more detail. 

D. Provide only your name and account number. 

QUESTION 4 

Which of the following is the BEST way to protect against identity theft? 

A. Discard old account statements weekly. 

B. Use only local public access Wi-Fi. 

C. Change online account passwords frequently. 

D. Avoid emails from people who do not like you. 

QUESTION 5 

Which document puts you at the LEAST risk of identity theft? 

A. Cash receipts 

B. Pre-approved credit card offers 

C. Old tax records 

D. Paycheck stubs 

QUESTION 6 

The best way to investigate fraudulent transactions on your credit card is to: 

A. Review your recent credit card statements. 

B. Review all old bank statements. 

C. Keep a copy of your bank statements in a safe place. 

D. Keep track of your monthly budget. 

QUESTION 7 

Consumer protection laws are meant to: 

A. Protect businesses from consumers. 

B. Prevent unfair or deceptive business practices. 

C. Protect consumers from spending too much money. 

D. Prevent consumers from buying unnecessary items. 

QUESTION 8 

Identity thieves can use your personal information to: 



A. Open a credit card 

B. Sign up for electricity service 

C. Get a cell phone contract 

D. All of the above 

QUESTION 9 

It is generally safe to provide your Social Security Number to: 

A. Anyone who asks you for it. 

B. Verified trusted sources that need it. 

C. School personnel who want to have it on record. 

D. Close friends and relatives who do not know it. 

QUESTION 10 

What is the FIRST action you should take if you suspect there has been a fraudulent charge on 

your credit card? 

A. Order your credit report to look for other fraudulent activity. 

B. Call the store where the purchase was made and ask them to remove the charge. 

C. Close all bank accounts associated with that credit card. 

D. Contact the credit card company to report the fraudulent charge. 


