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Objectives

Upon completion of this lesson, you should be able to:

 Maintain a safe computing environment

 Prevent computer-related injuries

 Identify security risks

 Set access restrictions

 Understand workplace privacy



Continue Objectives

 Avoid e-commerce problems

 Protect privacy on the Internet

 Use the Internet safely and legally

 Practice responsibility as a computer user



Competencies

6670.41 Examine social, ethical, and legal issues associated with 
information technology.

6670.42  Debate an ethical issue related to using computer and 
Internet technology.



Words to Know

 Browser hijacking

 Brute force attacks

 Hacking

 Hardware firewall

 Keylogger

 Private key

 Public key

 Repetitive strain injury 
(RSI)

 Sniffer

 Spyware

 Strong password

 Transport Layer Security 
(TLS)



Introduction

While using computers and the Internet offers unrivaled access 
to commerce, entertainment, and information, it also exposes 
you to breaches in security, privacy, and ethics.

This lesson explores the risks of computing and measures you 
can take to minimize those risks.

In addition, this lesson examines software threats and how to 
restrict access to your files and data.  As a computer user, you 
have certain responsibilities that govern your use of technology, 
including following guidelines and policies, exercising ethical 
conduct online, and maintaining a safe work environment. 



Maintaining a Safe Computing 
Environment

Make sure you use a computer in a way that supports your comfort, 
health, and safety.

Whether you use a desktop computer provided by your school or 
other organizations, a notebook computer at home or in an outdoor 
café, or a smart phone when you are on the go, pay attention to your 
posture, lighting, and activity level.

For example, sitting in the same position for long periods of time 
causes muscle fatigue and discomfort.

Staring at a computer screen can cause eye strain.  Be sure to change 
your position often as you use a computer to encompass a range of 
motion and sight. 



Notebook Computer

Arrange the computer area so that you can work comfortably.

Using a notebook computer introduces risk not associated with 
desktop computers.

Avoid setting a notebook computer directly on your lap or on a 
soft, flexible surface such as a cushion, which might obstruct air 
vents and cause the computer to overhead.

Use a cooling pad to keep air flowing around the notebook and 
the battery or AC adapter.



Table PCs

Tablet PCs are light a portable, which allows users to change 
positions frequently.

If buttons and other controls are easy to access with natural 
hand and finger movements, tablet users can also avoid 
computer-related injuries (discussed next). 

Some tablet users, however, use poor posture when typing on a 
tablet, which puts them at risk for neck and shoulder pain.

Review product safety guidelines provided with your computer 
or any other electronic device.  



Examples

For example, if you need to connect your computer 
to a power source using a plug that has a third pin for 
grounding, make sure you insert in only into a 
grounded outlet.

If you are maintaining computer equipment yourself, 
pay attention to icons and other symbols that warn 
about the hazards of electrical shock, excessive heat, 
or sharp edges.

The Occupational Safety and Health Administration 
(OSHA) provides guidelines for using and purchasing 
computer equipment.  See www.osha.gov for more 
information.

http://www.osha.gove


Preventing Computer-Related Injuries

When you use a computer, take precautions to avoid chronic physical 
maladies such as eyestrain, back problems, and repetitive strain injury 
(RSI), which can result when a person makes to many of the same 
motions over a long period of time.

Ergonomic design adapts equipment and the workplace to fit the 
worker and can help prevent RSIs, which can develop over time and 
eventually lead to long-term disability.



Ergonomic Setup

Having a well-designed work area, using 
ergonomic furniture, maintaining good 
posture, and changing positions throughout 
the day are effective ways to minimize these 
types of injuries.

Avoid or minimize eyestrain by using a high-
resolution monitor, providing adequate and 
properly positioned lighting, and taking regular 
breaks to allow eye muscles to relax.



Above and Beyond

RSIs are common in people who use 
computers or play video games frequently.

Repeated motions can strain and irritate 
joints and tendons and muscles around 
them.

Take frequent breaks, stretch, and remain 
relaxed rather than tense while you work 
to help prevent these kinds of injuries.



Identifying Security Risks

Most innovations in computer technology introduce new security 
risks.

Wireless networking, for example, is popular because it provides 
many benefits to computer users.

However, it also creates serious risks to data and services if the 
network is not properly secured.

For example, your next-door neighbor can easily use your broadband 
connection if it is not password protected.

This normally does not cause harm or damage to your network, but it 
could slow down your Internet access.



Unauthorized Users

In other instances, you could be charged for 
actual usage, which could mean additional costs.

An unauthorized user could also tap into your 
connection for illegal or criminal activity.

If the unauthorized user is part of the network and 
is working behind a gateway device, any activity 
coming from the intruder could appear to be 
coming from your computer, meaning you could 
be help responsible for the illegal activity.



Intruders on your Computer

An intruder could connect directly to your computer, bypassing 
any firewalls.

Once connected, the intruder can scrutinize your computer for 
personal data such as tax records and other personal 
information.

The intruder could user a sniffer, a program that hackers use to 
capture user names and passwords on a network.

To access an unsecured wireless connection, a hacker needs only 
a computer with a wireless network card and eavesdropping 
software that can be downloaded free from the Internet.



Using Network Protection

Almost all routers and access points have a 
factory-set administrator password, which 
is often a common word such as 
“password.” 

Some devices do not have a default 
password at all.

When setting up your wireless network, 
your first step should be to change the 
default password and then write it down so 
that you can refer to it if needed.



Encryption

Second, turn on some form of 
encryption.

Several forms of encryption 
technologies are available.

You need to select the one that 
works best with your wireless 
network devices.

Turn off the network during 
extended periods when you are not 
using it.



Computer Hacking

Computer hacking involves invading someone 
else’s computer, usually for personal gain or the 
satisfaction of defeating a security system.

Hackers usually are computer experts who enjoy 
having the power to invade someone else’s 
privacy.

They can steal, change, or damage data stored 
on a computer.

It is estimated that hacking causes millions of 
dollars of damage each year, along with the 
theft of important and valuable data.



Firewall

Most servers have built-in security features, but 
they need to be turned on and configured.

Firewalls are essential.

If the network is small, a software firewall is 
sufficient.

If the network is large, however, a hardware 
firewall that controls the computers from one 
point should be implemented.

This type of firewall is more secure and easier 
to monitor.



Avoiding Data Loss

One ever-present threat to a computer system is an electrical 
power failure.

Electricity not only provides the power to operate a computer 
but is the medium a computer uses to store data.

An unexpected power outage can wipe out any data that has 
not been properly saved.



Save Frequently

One easy way to avoid data loss is to save frequently.

Most software programs provide an option that can be set to save 
periodically in the background.

For instance, suppose you are working on a 10-page report.

If your computer loses power, you lose your work. 

However if your software is set to save on a regular basis, such as every 10 
minutes, then you can retrieve at least a portion of your report.



Safeguards

To safeguard computer systems against power 
outages, secure electric cords so that people cannot 
accidentally disconnect or trip over them.

Recall from lesson 3 that another option is to install 
an uninterruptible power supply, usually a battery 
that provides power if the normal current is 
interrupted.

You should also plug surge suppressors into electric 
outlets to protect against power spikes, which can 
damage computer hardware and software.



Save Data

Even saved data can be lost or corrupted by equipment failure, 
software viruses or hackers, fire or flood, or power irregularities.

To protect your data, you should back up important files regularly.

Also recall from Lesson 3 that backing up files entails saving them to 
removable disks or another independent storage device that can be 
used to restore data if your primary system becomes inaccessible.

Because hard drives are mechanical devices, they all fail eventually, 
preventing access to the data they store.

A hard disc crash can results in a catastrophic loss of data if it occurs 
on a critical system and the files have not be backed up properly.



Secure Backup Procedures

To back up data, home users can plug external hard drives into 
computers or use Web site that provides an online backup 
service for minimal price.

Your backup procedures should place a priority on files that 
would be difficult or impossible to replace or reconstruct if you 
lost them, such as your data files.

Secure backup procedures used by large organizations include a 
regular schedule for backing up designated files and a means of 
storing backup files off-site so that they will survive intact if the 
main system is destroyed either by natural disaster or by 
criminal acts.



Quick Tip

The FBI has a cybercrime branch that concentrates in particular 
on Internet fraud, including identify theft.

See www.fbi.gov/about-us/investigate/cyber/cyber for more 
information.

http://www.fbi.gov/about-us/investigate/cyber/cyber


Safeguarding Data Against Software 
Threats

Recall from lesson 27 that a virus is a program that has been 
written, usually by a hacker, to corrupt data on a computer.

The virus is attached to a file (such as a document or program 
file) and spreads from one file to another after the program is 
executed.

Often, you can inadvertently run the virus program by opening 
an e-mail message or attachment.  To protect against viruses, 
you should use strong passwords, download install the latest 
security updates for your operating system, use an up-to-date 
antivirus program.



Strong Password

A strong password is both complex and secure-it contains 
numbers, letters, and special characters that do not include 
personal information such as name or birth date.

In addition, strong passwords contain at least eight characters, 
and at least one letter, number, and special character (such as 
@,$,*, or ?).

Strong passwords are more resistant to brute force attacks, also 
called dictionary attacks, which use a script or program to log 
onto an account using hundreds of words or phrases stored in a 
dictionary file.



Worms

Other types of software threats include worms and keyloggers. 

Recall form Lesson 27 that a worm makes many copies of itself, resulting in 
the consumption of system resources that slows down or actually halts 
tasks, and doesn’t have to attach itself to other files to infect your computer. 

A keylogger is malicious program that records keystrokes.

For example, a keylogger might record  your keystrokes to keep track of the 
Web sites you visit, the user names and passwords you enter, and private 
information such as credit card and account numbers.

Because they can aid identify theft, keyloggers are a particularly dangerous 
type of harmful software.



Keylogger

A keylogger is malicious program that records keystrokes.

For example, a keylogger might record  your keystrokes to keep 
track of the Web sites you visit, the user names and passwords 
you enter, and private information such as credit card and 
account numbers.

Because they can aid identify theft, keyloggers are a particularly 
dangerous type of harmful software.



Adware

Worms can spread spyware, also called adware and privacy-
invasive software, which is software installed surreptitiously on 
a personal computer.

The goal is to collect information about the user, the user’s 
browsing habits, and other personal information.

Spyware can significantly slow the performance of your 
computer, display annoying pop-up ads, and change system 
settings.

Hacker often use spyware to control your browser, a practice 
called browser hijacking.



Spyware

The spyware might replace your home page with another, often to 
increase the number of visits to the replacement page, which can 
boost advertising revenue.

Spyware is also discussed in the “Protecting Privacy on the Internet” 
section later in this lesson.



Antivirus

To guard against software threats, be 
sure to use a antivirus program to 
regularly scan your system for harmful 
software and to scan files before you 
open them.

You can also use antispyware software 
such as Windows Defender to protect 
your system against spyware.

Make sure you use reputable 
antispyware programs-some spyware 
disguises itself as antispyware to gain 
access to your system.



Setting Access Restrictions

System administrators and users often restrict access to files, 
storage devices, computers, networks, the Internet, or specific 
Internet sites.

They do so to protect data and other users.

Most organizations use hardware firewalls and other methods to 
protect data.

These devices, however, do not protect data from employees.

For instance, competition among companies for a government 
contract or a bid on new business can encourage some employees 
to share information with competitors.



Malicious Tampering

At universities and other educational institutions, final exams 
and other files are copied and shared.

Malicious tampering can also result in a data loss.

A disgruntled employee can willfully delete vital records and 
other important data.

Protecting children from unsuitable Web sites is also a concern 
for parents, teachers, libraries, and other areas where children 
have computer access.



Monitor Computer Usage

Software is available that lets you monitor 
computer usage, including Web sites, e-mail 
messages, social networks, instant messaging and 
chats, and applications.

Some programs keep track of keystrokes typed 
and even create screenshots to monitor Web sites 
visits.

When using this type of protection and this type of 
program, it is recommended that protecting users 
be balanced with preserving privacy.



Understanding Workplace Privacy

If you work for a company that provides 
you with e-mail services, the information 
you send is available to the company; in 
fact, it is the company’s property.

It can be accessed from backup copies the 
company’s e-mail system makes and 
preserves.

Generally, any information gathered from 
a company’s computer system is 
company property and not an individual 
worker’s personal property.



No Privacy with E-mail

The employee normally has no right to 
personal privacy regarding those issues. 

The company has a right to access any data 
on their computers and use it for it legitimate 
purposes.

If the company monitors its Internet logs, for 
instance, and discovers that an employee has 
been spending time visiting Web sites that 
bear no relation to work-related duties, it can 
discipline the employee.



Harm a Company Computer

Similarly, if an employee uses a company computer in a way that 
harms the company-contracting a computer virus through 
unauthorized activities, for example, or allowing hackers into 
company’s system-he or she can be disciplined or fired.

Likewise, the same laws apply to educational institutions.

Any information stored on a computer in an educational facility is 
school property.



Network Policies

Many organizations have computer or network usage policies 
that provide guidelines for using the organization’s system 
ethically, professionally, and legally.

Before you access the Internet, send e-mail, exchange files, or 
otherwise use a computer at school or work, make sure you are 
familiar with the usage policies.



Avoiding E-Commerce Problems

E-commerce issues and safety measures were discussed in detail in 
lesson 30.

This section recaps how to avoid possible hazards of e-commerce 
and provides information on how sensitive data is encrypted.

Before providing personal information or credit card information on 
an e-commerce or similar site, first verify that the site is secure.



Transport Layer Security (TLS)

Several companies such as VeriSign (verisign.com), GoDaddy
(godaddy.com), Network Solutions (networksolutions.com), and 
others provide a Transport Layer Security (TLS) or Secure 
Sockets Layer (SSL) certificate for e-commerce sites, sites that 
process sensitive data, and sites that require privacy and 
security requirements.

TSL and SSL technology encrypts sensitive information by 
establishing a private communication channel.



SSL Certificate

Data transmitted through this channel is encrypted during 
transmission.

An SSL certificate consists of public key and a private key.

The public key encrypts information and the private key deciphers 
the information.

The Federal Trade Commission (FTC) offers the following guidelines 
on its Web site (www.ftc.gov) to make sure your e-commerce 
transactions are secure and to protect your private information:

http://www.ftc.gov


Use a Secure Browser

Make sure you are using the most current version of your 
browser because contemporary browsers have the most up-to-
date encryption features.

When submitting your purchase information, look for security 
indicators such as  a padlock icon in the browser’s status bar and 
the ”https” protocol in the Address bar.

Internet Explorer versions 7 and later also display secure Web 
sites using a green Address bar.



Check Privacy Policies

Before you provide any personal financial information to a Web 
site, look for and read the site’s privacy policy.

A link to the privacy policy is often listed at the bottom of the 
home page.



Keep Personal Information Private

Don’t provide personal information such as a password, bank 
account number, or credit card number unless you know who is 
collecting the information and how they’ll use it.

Give payment information only to businesses you know and 
trust.



Protecting Privacy on the Internet

The amount of personal information available online 
for the average computer user is astonishing.

The major source of revenue for some companies 
comes from gathering information about consumers 
and other computer users to create databases and sell 
or trade this information to others.

Any time you submit information on the Internet, it is 
possible for this information to be gathered by many 
persons and used for various situations.



Online Data

Information can also be gathered from online data regarding 
school, banking, hospitals, insurance, and any other information 
supplied for such everyday activities.

Much of the information gathered and sold results in your name 
being added to mailing lists.

These lists are used by companies for marketing purposes.

Junk e-mails are used for the same purpose.

Information regarding one’s credit history is also available to be 
sold.



Above and Beyond

Safe ways to pay for online purchase include using a perishable 
credit card, which assigns a credit card number to an online 
purchase or online merchant only for a specific amount of time.

You can also use third-party payment services such as PayPal.

You set up and fund an online account and make payments from 
that account without exposing your real credit card or bank 
account information.

E-wallets are a type of online account you can maintain for small 
purchases, such as magazine subscriptions.



Phishing

Phishing, introduced in Lesson 27, is a type of computer fraud that 
attempts to steal your private data.

A hacker tries to fool you into providing information such as user 
names, passwords, and bank account numbers.

Hackers do so by posing as trustworthy entity in an electronic 
communication such as an e-mail or text message.

Typical phishing messages come from social networking sites, 
auction sites, banks, and the IRS.

The message directs you to enter details at a fake Web site that looks 
identical to the legitimate one.



Cookies and Spyware

You might be surprised at how much information cookies and spyware 
track about your computer use.

Cookies, as you may remember, are small files that are created when you 
visit a Web site, stored on your computer, and then accessed again the 
next time you visit the same site.

They may make it easier for you to use the Web site when you return, but 
they may also provide the Web site owner with information about you and 
your computer, and they often take up disk storage space that you might 
want to use for other data.

It’s a good idea to clean up the unnecessary cookies on your computer 
frequently with a utility program designed for that purpose.



Spyware

Spyware does not have any redeeming qualities.

As mentioned earlier, spyware not only tracks your Web habits, 
it can even take over control of your computer and direct you to 
Web sites  you have not chosen to visit.

Spyware can be harmful as well as annoying.

The FTC Web site includes a page advising consumers how to 
lower the risk of spyware infection.

Firewalls consisting of hardware and software features can 
protect your computer from unauthorized spyware programs.



Securing Data

You secure data to protect it from harm or destruction from 
natural causes, accidents, and intentional damage. 

It is not always evident that some type of computer crime or 
intrusion has occurred.

Therefore, you need to set up safeguards for each type of risk.

It is the responsibility of a company or individual to protect their 
data.

The best way to protect data is to effectively control access to it.



Password Protection Locations

You might need a password to log onto a computer system of to 
specific parts of it.  Companies often establish password-
protected locations on hard drives and networks so that certain 
people have access to some areas but not to others.

To maintain secure passwords, you or the system administrator 
should change them frequently so that people who no longer 
need access cannot continue to use the passwords.



Creating Strong Passwords

The challenge is to create strong passwords 
that are easy for you to remember but 
difficult for anyone else to decipher.

If you write down a password, keep it in a 
secure place and do not share it with anyone 
else.

Unauthorized access is much more likely to 
be caused by people who gain access through 
a written or shared password than by anyone 
guessing your user name and password.



Privacy Considerations to Follow:

 The security and privacy of personal information on the Internet is 
improving all the time.  It is still necessary, however to take 
precautions to protect both personal and business-related 
information.   Use code names instead of real names.  This also 
applies to protecting personal or family information in public places 
as well.

 When communicating on a forum, blog, or social network or other 
similar Internet-related sites, use an alias.

 Verify that you have logged off a computer used in a public place 
such as public library, a school, or other similar institutions.



Using the Internet Safely and Legally

The Internet makes widespread publication of information easy.

It also creates the potential for huge damages if the information 
turns out to be false.

The ease of obtaining information from the Internet and of 
publishing information on the Internet can contribute to legal 
problems.

Just because information is available on a Web site does not 
mean that anyone can copy it and claim it as their own, even 
non-copyrighted information.  That is plagiarism.



Follow the rules

The Internet does not relieve an author of responsibility for 
acknowledging and identifying the source of borrowed material.

Likewise, the Internet does not relieve you of the burden of 
ensuring that information you publish is true.

If someone publishes information about another person or 
organization and it is not true, they can be sued for libel and 
forced to pay compensation for any damage they caused.

Nearly all schools, government agencies, companies, libraries, 
and other similar institutions have written policies and 
guidelines regarding Internet usage.



Read your copy of the policies

If these policies are not readily available, ask a system 
administrator or other employee for a copy of the policy.

Additional information on safe use of computers can be found 
on numerous Web sites, in books and magazines, and in other 
similar media.

The Department of Justice and other government agencies 
provide resources for Internet safety.



Practicing Responsibility as a Computer 
User

It is your responsibility to stay informed about changes and 
advancements in computer technology, products upgrades, and 
virus threats.

If you have a computer, you must keep your antivirus protection 
up to date.

You can find out how to do this at the Web site of your antivirus 
program provider; you can also find updates and bulletins about 
software and hardware at company Web sites.



Recycle Hardware

As a responsible computer user, keep in mind that you can lead 
by example when you recycle products such as used computer 
paper and ink cartridges.

In addition, old computer hardware such as monitors can create 
an environmental hazard if disposed of improperly.

Consider asking your school or business to donate unneeded 
computer hardware to charitable organizations that refurbish it 
and provide it to individuals and organizations that would 
otherwise be unable to take advantage of computer technology.



Share your Time

Before the computer is donated, however, the 
data on the hard drive should be backed up 
and then deleted from the hard drive.

In addition, your knowledge and experiences 
using computers is a commodity you can 
share generously.

Community centers, schools, and other 
organizations welcome knowledgeable 
volunteers to serve as tutors to help other 
people learn how to use computers 
effectively.



Ethics in Technology

Ethical Questions for Computer Users

Computer technology, especially in the form of Internet use and 
social networking, introduces ethical questions that were not 
concerns before computer usage was widespread.

For example, should social networking sites sell information about 
their members?  Should you be able to copy software, music, or 
movies without payment?



Digital Divide

Is there a so-called digital divide between 
communities that have computer technology 
and those that do not?

If so, is society obligated to decrease or 
remove that divide by making sure computer 
technology is available to everyone?

To help answer these questions, professional 
societies and organizations create and pledge 
to follow ethical guidelines for developing and 
using computing technology.



Ethical Guidelines

For example, the Associated for Computing Machinery (ACM) 
publishes the ACM code of Ethics and Professional Conduct 
(www.acm.org/about/code-of-ethics), the IEEE publishes the 
IEEE code of Ethics 
(www.ieee.org/about/corporate/governance/p7-8.html), and the 
computer Ethics Institute publishes the Ten Commandments of 
Computer Ethics 
(http://computerethicsinstitue.org/publications/tencommandm
ents.html).

Overall, the ethical guidelines are principles that computer 
developers and users should follow to prevent hard to others, 
which is he basis for any type of ethics.

http://www.acm.org/about/code-of-ethics
http://www.ieee.org/about/corporate/governance/p7-8.html
http://computerethicsinstitue.org/publications/tencommandments.html


Summary

 Make sure you use a computer in a way that supports your 
comfort, health, and safety.  When you use a computer, take 
precautions to avoid chronic physical maladies such as 
repetitive motion injuries, eyestrain, and back problems that 
can arise over time.  Ergonomic design, which adapts 
equipment and the workplace to fit the worker, can help to 
prevent repetitive strain injuries.

 When setting up your wireless network, your first step should 
be to change the default password to protect access to the 
network.



Cont. Summary

 Computer hacking involves invading someone else’s 
computer, usually for personal gain or the satisfaction of 
defeating a security system.

 To avoid data loss, you can use techniques and devices for 
preventing power interruptions.  You can also devise and 
follow a regular procedure for backing up your data.

 A virus is a program that has been written, usually by a 
hacker, to corrupt data on a computer.  The virus is attached 
to a file and spreads from one file to another when the 
program is executed.  



Cont. Summary

 To protect your computer against virus damage, use up-to-
date antivirus software, download and install security 
updates for your operating system, and avoid opening files 
sent via e-mail from people you do not know.

 System administrators and users often restrict access to files, 
storage devices, various computers, networks, the Internet, 
or specific Internet sites.

 If you work for a company that provides you with e-mail 
services, the information you sent is available to the 
company and is the company’s property.



Cont. Summary

 TSL and SSL technology enables encryption of sensitive 
information by establishing a private communication 
channel.  Data transmitted through this channel is encrypted 
during transmission.

 Nearly all schools, government agencies, companies, 
libraries, and other similar institutions have written policies 
an guidelines regarding Internet usage.



Lesson Review



True/False

1. The Internet makes widespread publications of information 
easy.

2. Changing positions when working with computers is an 
effective way to minimize repetitive stress injury.

3. Contemporary browsers do not have up-to-date encryption 
features.

4. Spyware has many redeeming qualities.

5. A strong password contains, numbers, letters, and special 
characters that do not include personal information such as 
name or birthdate.



Multiple Choice (slide 1 of 3)

1. __________ are small files created when you visit a Web site.
a. Public keys
b. Sniffers
c. Cookies
d. Crumbs

2. Most organizations use _________ and other methods to 
protect data.

a. Firewalls
b. Hackers
c. Trojan horses
d. Viruses



Multiple Choice (slide 2 of 3)

3. Strong passwords are more resistant to __________ than 
other types of passwords.

a. Transport Layer Security (TLS)
b. Browser hijacking
c. Brute force attacks 
d. Firewalls

4. Even saved data can be lost or corrupted by _________.
a. Viruses
b. Fire
c. Hackers
d. All of the above



Multiple Choice (slide 3 of 3)

5. ______________ is a type of computer fraud that attempts 
to steal your private data.

a. Phishing

b. SSL

c. Spyware

d. Keylogging



Fill in the Blank

1. A strong ____________ is both complex and secure.

2. You can avoid or minimize ____________ by using a high-
resolution monitor.

3. A(n) ____________ is a program that hackers use to capture 
usernames and passwords on a network.

4. The practice of using spyware to control a user’s browser is 
called ______________.

5. Two technologies that encrypt sensitive information sent 
online are _______________ and _______________.



Projects



Project 31-1

As described in this lesson, the Internet makes widespread 
publication of information easy.  The ease of obtaining 
information from the Internet and of publishing information on 
the Internet can contribute to legal problems.

1. Access the FTC Web site at 
www.ftc.gov/bcp/edu/microsites/spyware/index.html

2. Play the Beware of Spyware game on this site and click any 
related links.

3. Prepare a report on what you learned.  Include information 
on how to avoid spyware.

http://www.ftc.gov/bcp/edu/microsites/spyware/index.html


Project 31-2

SSL and TLS certificates were discussed briefly in this lesson.  Use 
Google or another search engine for additional information on SSL and 
TSL certificates.  Then use your world-processing software to describe 
the certificates.

Answer the following questions:

1. What is TLS?  How does it differ from SSL?

2. What are certificates?

3. How can you tell if you have a secure TLS or SSL connection when 
you are online?  What does it mean to have TLS or SSL connection?

4. Which technology is more secure, TLS or SSL?



Project 31-3 (slide 1 of 2)

As mentioned in this lesson, many organizations provide guidelines 
for using their computers and networks.  Complete the following:

1. Access the Dorchester County Library Web site at 
www.dcl.lib.sc.us/accept.htm.

2. Read the Conditions of Use and Wireless Access sections.

http://www.dcl.lib.sc.us/accept.htm


Project 31-3 (slide 2 of 2)

3. Use your word-processing program to respond to the 
following questions:

 Which three rules do you think are the more important and 
why?

 Which three rules do you think are the least important and why?

 Do you agree with the guidelines contained in these rules? 
Explain your answer.

4. Locate two similar Web pages that list rules for using a 
library’s computers.  List their Web site addresses.  How do 
their guidelines compare to the Dorchester Library Web 
site?



Teamwork Project

Work with a team to learn more about Web cookies. In this 
project, you and your team members research this topic and 
then create a PowerPoint presentation based on this topic.  
Additionally, include at least one related graphic on each slide.

Slide 1:  Define Web cookies.

Slide 2: What’s good about cookies?

Slide 3: What’s bad about cookies?

Slide 4: How can you get rid of cookies?

Slide 5:  How are cookies used for Internet shopping?

Share your presentation with your class.



Critical Thinking

Wikipedia contains a Web site dedicated to Internet privacy.  Access 
this Web site located at http://en.wikipedia.org/wiki/Internet_privacy
and review the information contained on the site.  Then use your word-
processing software to answer the following questions:

1. What did you find that was most beneficial for you personally?  
Describe why you consider this beneficial.

2. Describe the “levels of privacy” as defined in this article.

3. What are evercookies?

4. How can posting photographs online lead to privacy concerns?

http://en.wikipedia.org/wiki/Internet_privacy


Online Discovery

Social networking online is a recent technology that has become 
very popular.  Research this technology and then prepare a 
report that defines a social networking site. List at least four 
examples of social networking sites, and then discuss why this 
technology has become so popular.  Select one site (Other than 
Facebook or MySpace) and describe the differences between 
the site you selected and Facebook or MySpace.  Other than 
Facebook and MySpace, list at least five other social networking 
sites and provide a short description of each site.



Job Skills

As emphasized throughout this book, computing technology 
changes rapidly.  You can enhance you value as a job candidate 
or employee by staying informed about changes and 
advancements in technology.  Brainstorm some ways you can 
keep up with technology changes, and then list at least five ways 
using a format suitable for resume or job evaluation form.




